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Introduction

Introduction
Fail-over clusters clusters (also known as HA clusters or High-Availability clusters) are groups of computers that support
server applications that can be reliably utilized with a minimum amount of down-time. They operate by using high
availability software to harness redundant computers in groups or clusters that provide continued service when system
components fail. Without clustering, if a server running a particular application crashes, the application will be unavailable
until the crashed server is fixed. HA clustering remedies this situation by detecting hardware/software faults, and
immediately restarting the application on another system without requiring administrative intervention, a process known as
failover. As part of this process, clustering software may configure the node before starting the application on it. For
example, appropriate file systems may need to be imported and mounted, network hardware may have to be configured,
and some supporting applications may need to be running as well.
HA clusters are often used for critical databases, file sharing on a network, business applications, and customer services
such as electronic commerce websites.
HA cluster implementations attempt to build redundancy into a cluster to eliminate single points of failure, including multiple
network connections and data storage which is redundantly connected via storage area networks.
HA clusters usually use a heartbeat private network connection which is used to monitor the health and status of each node
in the cluster. One subtle but serious condition all clustering software must be able to handle is split-brain, which occurs
when all of the private links go down simultaneously, but the cluster nodes are still running. If that happens, each node in
the cluster may mistakenly decide that every other node has gone down and attempt to start services that other nodes are
still running. Having duplicate instances of services may cause data corruption on the shared storage.

In this manual an example Fail-over cluster is set up in order to guide you through the process of setting up such a cluster
that works well with Inepro software.
However the information in this manual could out-dated or even incorrect, when in doubt please always refer to Microsoft
for the correct installation and configuration of their software (like Fail-over clusters).
INFORMATION IN THIS DOCUMENT IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, SUITABILITY FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT.
Warning! The information provided in this document is intended for informational purposes only and is
subject to change without notice. Information may be changed or updated without notice
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Requirements

Requirements
Minimum requirements for Failover Clustering are stated on Microsoft's Technet:
https://technet.microsoft.com/library/jj612869.aspx

Requirements to follow this guide:
This guide will use a setup with 3 server, all with the 'Windows Server 2016 Standard' OS installed. To follow this guide you
will also need 3 servers with that version of Windows Server.

4

-

Failover Clustering with Inepro software

First Server - DC, DNS and File Server
The first server is used as a Domain Controller, DNS Server and File Server and should be configured as such:

Configuring the Domain Controller, Active Directory, DNS Server and File Server are beyond the scope
of this manual.
Information on how to configure AD & DNS can be found here:
https://blogs.technet.microsoft.com/canitpro/2017/02/22/step-by-step-setting-up-active-directory-in-windows-server2016/

Shared Storage
Failover Clustering needs shared storage, and for this manual, we used the Microsoft iSCSI target service.
Other configurations are also supported, please follow Microsoft’s recommendations.
Configuring the shared storage, is beyond the scope of this manual.
Information on how to configure iSCSI Target service can be found here:
https://gallery.technet.microsoft.com/Step-by-Step-iSCSI-Network-79df4407
Warning! Make sure that compatible shared storage is configured, before continuing with this manual.
All nodes in the cluster, must have at least 2 network adapters, one for normal traffic and one for
cluster traffic.
All nodes must be able to communicate with each other using the adapter for cluster traffic.
Warning! Make sure you have domain administrator credentials to configure the cluster
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System Overview
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Configuration

Set the Inepro data path
First, configure the Inepro data folder, for all software.
To do this, right-click on start and select system:

In system, click on 'Advanced system settings'
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Set the Inepro data path:

Now click on environment variables:
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Configuration

Click on 'New...'

Now click 'OK'

in system variables:

3 times to close the 3 dialogs and save the settings.

Warning! Do this on all nodes
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Make Nodes, networks and disks available

Make Configured Nodes, networks and storage disks available
Make sure all configured nodes, networks and storage disks are available:

In our example we use 2 nodes, more can be used of course.

In our example, we use 2 disks.
We have added one disk to the Cluster Shared volume.
The other disk, will be used to install the software.

In our example, we use 2 network adapters.
One is configured for client access (workstations, etc.)
The second one is for cluster traffic only
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Configuration

Create Cluster
Create cluster wizard starts:

Click 'Next'

.

Specify a name for the cluster and click 'Next'
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.

Create Cluster

Click 'Next'

.

Click 'Finish'
.
Now the cluster is created
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Validate cluster
Once all nodes are ready, start the failover cluster manager from the Server Manager:

Click on 'Validate Configuration':
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Validate Configuration

Once you select failover clustering, a popup appears:

Leave the box selected and click on 'Add Features'
Now click 'Next'.

In the confirmation dialog, click on 'Install'
Follow the same steps for all nodes in the cluster.

.

.
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Configuration

Validate Configuration Wizard
The Validate a Configuration wizard:

Click 'Next'

.

Add all the cluster nodes and click 'Next'
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.

Validate Configuration

Select 'Run all tests' and click 'Next'

Click 'Next'

.

.
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Configuration

The wizards starts to run all tests:

Warning! Make sure all tests are passed, if a test fails, resolve the issue before continuing:

Tick 'Create the cluster now using the validated nodes...' and click 'Finish'
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Add Roles and Features to Node Server

Add Roles and Features to Node Server
Add Roles and features for node 1 server:

No need to install any role, just click 'Next'

.

At the features screen, select 'Failover Clustering':
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Configuration

Once you select failover clustering, a popup appears:

Leave the box selected and click on 'Add features'
Now click 'Next'

.

.

In the confirmation dialog, click on 'Install'

.

Warning! Follow the same steps for all nodes in the cluster

22

-

Failover Clustering with Inepro software

Installation

V

Part

Installation

Validate the license
To run the software, a valid license is required.
In our example, we will use a license, linked to the FQDN of the server.
Since the software can run on more than one node, we need to use the cluster DNS name for the
license.

Create a license, using the Inepro License Portal and enter the DNS name, used for the cluster.
In our example, we gave our cluster the DNS Name “Inepro”.
We used this name to create a license:

Start the Back Office manager from the node, where the shared disk is active.
Go to 'Help' and then 'Registration...'
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Validate the license

The license status screen appears:

Now click on 'Load license' and select your license file, for the cluster.
After the license has been loaded, the next screen will appear:

Click on 'OK'

. And close the Back Office Manager

Once the IBOS software is installed, start the Inepro Business Server once, from the services screen (services.msc)

Once started, it will stop automatically, since the Business Server Service can’t find a license.
Warning! This step is required to create the required registry settings and program data folder, for
the first time
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Installation

Install the software
Warning! Make sure the shared storage is available and online on the first node.
Run the IBOS installer and select the shared storage as installation location:

Select the required components, below is only an example.
Please select the components your installation requires.

If you want to cluster the Inepro print spooler, make sure the spooler is configured correctly.
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Install Inepro Back Office Suite

Configure storage of print jobs on shared storage and enable the Inepro LPD Service:

Click 'Next'

.
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Installation

Click 'Install'

.

Click 'Finish'

.

Warning! Don’t launch the setup assistant.
After installing the software on the first node, move the shared disk to the other node(s), and install it in the exact same
way in the exact same location. The setup will ask, if you want to install in an existing, directory, click yes there
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Finalize Cluster Configuration

High Availability
Once the software is installed on all nodes, we can further configure the cluster.
From the failover cluster manager, right click 'Roles' and select 'Configure Role':

The High Availability wizard starts:

Click 'Next'
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High Availability

Select generic service and click 'Next'

Find the Inepro Business Server and click 'Next'

.

.

31

Finalize Cluster Configuration

Create a DNS name (the same name used to create the license earlier) and click 'Next'

Select the shared storage where the software is installed and click 'Next'
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.

.

High Availability

Click on 'Add'

.

Add this string and click on 'OK'
Now click on 'Next'

.
.
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Finalize Cluster Configuration

Check if all the settings are correct and click 'Next'

When the settings have been made, click on 'Finish'
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Add Services

Add Services
Now the cluster role has been configured, we can add services.
Right-click on the role and select 'Generic Service' under 'Add Resource':

Select the required service and click 'Next'

.
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Finalize Cluster Configuration

Since the role already has the registry settings, none have to be added, click 'Next'

Click on 'Finish'
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.

Add Services

The added service is now added to the role:

Right-click on the newly added role and select properties.

On the general tab, select 'Use Network Name for computer name' (Very important for the Inepro Print spooler).
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Finalize Cluster Configuration

On the dependencies tab, select 'Inepro Business Server' as dependant resource and click on 'OK'
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Print Management

Print Management
Open print management from one of the nodes, and delete all available printers.
Even the default PDF & XPS drivers (they can’t be used on the cluster and will only clutter IBOS).

Add all the required services to the Cluster role, exactly as we did with the Print spooler role.
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Finalize Cluster Configuration

You will end up with something like this:
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Start Services

Start Services
Once all services have been configured we can start all the services.

Once all services are started, the cluster is operational.
By default, the Business Server connects to an Inepro print spooler on 127.0.0.1
If you start the back Office manager, you should see the LPR queues, created during setup:
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To create output queues, open the BS Server Config manager

Configure a site and afterwards, click on 'Add printers'
The add printer wizard starts:

.
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Start Services

Right-click on the 'Printer Name' and select 'Insert'.

The add printer screen appears:

Here you can fill in the printer names and IP addresses (or DNS names).
You can also import them using a CSV file.
Once all of your printers have been added, you can select the required settings.
Once the settings have been made, click on 'Add Printers'.
The printers will now be added to IBOS.
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If you open the Back Office manager (or refresh it), you will see the printers:

Once the printers have been added, terminals need to be configured as normal (if required).
Warning! Don’t forget to add paper types to the input queues!
Once the server configuration is ready, workstations can be configured to print to the cluster.
The Inepro service manager is always installed by default.
On a cluster, this service is not required and can be set to disabled.
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Start Services

To configure workstations to print to the cluster, simply install the required printer driver on and point a printer them to the
cluster IP or DNS name using an LPR port:

Warning! Make sure, the driver installed on the workstation is compatible with the output printer!
If needed, create multiple LPR input queues in specific printer pools to host multiple printer drivers.
Scripts on how to automate the installation on workstations are beyond the scope of this manual.
Many examples on how to do this, can be found on the internet.
Warning! Don’t forget to allow TCP port 515 in the firewalls of all nodes to accept LPR print jobs
coming in
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Notes
This area is meant for the reader's notes:
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END-USER LICENSE AGREEMENT
INEPRO BACK OFFICE SUITE BY INEPRO BV
THE PROGRAM IS COPYRIGHTED AND LICENSED (NOT SOLD). BY PURCHASING THE PROGRAM, YOU ARE ACCEPTING AND AGREEING
TO THE TERMS OF THIS LICENSE AGREEMENT. THIS LICENSE AGREEMENT REPRESENTS THE ENTIRE AGREEMENT CONCERNING THE
PROGRAM, BETWEEN YOU AND INEPRO BV, (REFERRED TO AS "LICENSOR"), AND IT SUPERSEDES ANY PRIOR PROPOSAL,
REPRESENTATION, OR UNDERSTANDING BETWEEN THE PARTIES.
1. License Grant. Licensor hereby grants to you, and you accept, a nonexclusive license to use the program in machine-readable, object
code form only, for use only as authorized in this License Agreement. The Programs may be used only on computers owned, leased or
otherwise controlled by you. The program shall only manage the number of devices specified in the purchase agreement. You agree
that you may not reverse assemble, reverse compile, or otherwise translate the Program.
2. Term (Demo Version Only). This License commences upon the installation of the software and is effective for 90 days following the
date you install the software. This License terminates automatically without notice from Inepro BV upon the expiration of the evaluation
term or if you fail to comply with any provision of this License. Upon termination you shall remove the SOFTWARE from your
computer(s).
3. Licensor's Rights. You acknowledge and agree that the Program is proprietary to Licensor and protected under copyright law. You
further acknowledge and agree the all right, title, and interest in and to the Program, including associated intellectual property rights,
are and shall remain with Licensor. The License Agreement does not convey to you an interest in or to the Program, but only a limited
right of use revocable in accordance with the terms of this License Agreement.
4. No Warranty; Limitation of Liability. YOU ACKNOWLEDGE THAT THE PROGRAM IS PROVIDED ON AN "AS IS" BASIS WITHOUT
WARRANTY OF ANY KIND. LICENSOR MAKES NO REPRESENTATIONS OR WARRANTIES REGARDING THE USE OR PERFORMANCE OF
THE PROGRAM. LICENSOR EXPRESSLY DISCLAIMS THE WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. LICENSOR SHALL HAVE NO LIABILITY TO CUSTOMER OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE CAUSED,
DIRECTLY OR INDIRECTLY, BY THE PROGRAM, INCLUDING, BUT NOT LIMITED TO, ANY INTERRUPTION OF SERVICES, LOSS OF
BUSINESS, LOSS OF DATA OR SPECIAL, CONSEQUENTIAL OR INCIDENTAL DAMAGES.
5. Severability. Should any term of this License Agreement be declared void or unenforceable by any court of competent jurisdiction,
such declaration will have no effect on the remaining terms hereof.
6. No Waiver. The failure of either party to enforce any rights granted hereunder or to take action against the other party in the event
of any breach hereunder shall not be deemed a waiver by that party as to subsequent enforcement of rights or subsequent actions in
the event of future breaches.
7. Update Checks. You acknowledge and agree to allow Inepro Back Office Suite version and license status details to be sent to Inepro
BV when you request to "Check for updates". This allows the Inepro Back Office Suite software to determine whether software
updates are available in real-time.
8. Service. Licensor will utilize its best efforts to maintain acceptable performance of services, but Licensor makes absolutely no
warranties whatsoever, express or implied, including warranty of merchantability or fitness for a particular purpose. Licensor cannot
guarantee continuous service, service at any particular time, or integrity of data stored or transmitted via its system or via the Internet.
9. Data. Licensor will not be liable for the inadvertent disclosure of, corruption or erasure of data transmitted or received or stored on its
system. Licensor shall not be liable to Licensee or any of its customers for any claims or damages which may be suffered by Licensee or
its customers, including, but not limited to, losses or damages of any and every nature, resulting from the loss of data, inability to access
the Software, or inability to transmit or receive information, caused by, or resulting from, delays, nondeliveries, or service interruptions
whether or not caused by the fault or negligence of Licensor.
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